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Message Integrity Protection over Wireless
Channel: Countering Signal Cancellation via

Channel Randomization
Yanjun Pan, Yantian Hou, Ming Li, Ryan M. Gerdes, Kai Zeng, Md. A. Towfiq, Bedri A. Cetiner

Abstract—Physical layer message integrity protection and authentication by countering signal-cancellation has been shown as a
promising alternative to traditional pure cryptographic message authentication protocols, due to the non-necessity of neither
pre-shared secrets nor secure channels. However, the security of such an approach remained an open problem due to the lack of
systematic security modeling and quantitative analysis. In this paper, we first establish a novel signal cancellation attack framework to
study the optimal signal-cancellation attacker’s behavior and utility using game-theory, which precisely captures the attacker’s
knowledge using its correlated channel estimates in various channel environments as well as the online nature of the attack. Based on
theoretical results, we propose a practical channel randomization approach to defend against signal cancellation attack, which exploits
state diversity and swift reconfigurability of reconfigurable antenna to increase randomness and meanwhile reduce correlation of
channel state information. We show that by proactively mimicking the attacker and placing restrictions on the attacker’s location, we
can bound the attacker’s knowledge of channel state information, thereby achieve a guaranteed level of message integrity protection in
practice. Besides, we conduct extensive experiments and simulations to show the security and performance of the proposed approach.
We believe our novel threat modeling and quantitative security analysis methodology can benefit a wide range of physical layer security
problems.

Index Terms—Wireless Security, Signal Cancellation, Channel Randomization, Reconfigurable Antenna.
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1 INTRODUCTION

M ESSAGE integrity protection and authentication are
two fundamental security services in the Internet-of-

Things, given the exponential growth of wireless sensors
and mobile devices [2]. Traditionally, such services have
assumed the existence of pre-shared secret keys or secure
channels. However, in many scenarios these premises may
not be satisfied, e.g. when initial security associations need
to be established among two or more constrained wireless
devices. Generally, secret keys need to be distributed ei-
ther via an offline secure channel or using a public key
infrastructure (PKI). But key pre-distribution may not be
always feasible due to the lack of hardware interfaces and
the absence of a global PKI. Some existing research proposed
using out-of-band (OOB) secure auxiliary channels to build
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message authentication protocols without pre-shared keys
[3]–[8]. However, an OOB channel would require special
hardware and non-trivial human interaction, while its se-
curity has been revisited [9]. In addition, whenever keys
are stolen or compromised, re-keying involves significant
human effort as well.

Ideally, we want to provide message integrity protec-
tion and authentication without relying on pre-shared keys
or secure channels. That is, to establish the veracity of a
message and its source using only wireless in-band trans-
missions. Čapkun et. al. [10] showed that it is possible to
construct such an in-band integrity protection primitive, by
assuming the infeasibility of signal cancellation and com-
bining unidirectional error detection codes and ON/OFF
keying modulation. Later a few works have followed up
in this direction. However, an important question remained
unanswered about its security. Since the security depends
on the infeasibility of signal-cancellation, work should be
done to evaluate to which extent this is true, i.e. there lacks
quantitative analysis of its security. Previously, Pöpper et. al.
[11] demonstrated a practical relaying attack that can fully
cancel the source’s signal in indoor scenarios, regardless
of message content and modulation. In practice, the effect
of signal cancellation attack is similar to message deletion,
which can lead to serious consequences and is also hard
to detect. For example, in the scenarios that the attacker is
capable of canceling out RTS/CTS messages, the CSMA/CA
protocol would suffer from the hidden terminal problem.

In reality, the probability of adversarial signal-
cancellation heavily depends on the wireless channel condi-
tions. But again, so far only qualitative results are available,
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while no quantitative security guarantee can be provided
by any of the previous designs. Unfortunately, in general
such a security guarantee is quite challenging to establish
for any wireless physical-layer security mechanism. This is
primarily due to a lack of systematic modeling of attacker’s
behaviors in this area, unlike well-known methodologies for
cryptography. To do so one needs to connect the theoretical
and practical aspects of wireless security. In addition, the
fact that wireless is an open medium makes it easy for
common attacks to be launched, thus threat modeling needs
to be comprehensive. A smart and strategic attacker who
is knowledgeable about the wireless channel environment
must be assumed. In fact, depending on the channel envi-
ronment, the channel state information (CSI) can only be
viewed as a partial secret (or non-secret) of the legitimate
communicating pairs. Moreover, the attacker can possess
advanced hardware and processing capabilities such as
multi-antennas and directional antennas. Many other exist-
ing physical layer security schemes failed to provide any
security [12], [13] when the attacker is powerful as such.

In this paper, we first present a systematic threat mod-
eling for signal cancellation attacks. We observe that the
attacker can exploit the intrinsic channel correlation existing
in various domain(s) (e.g. temporal, spatial and frequency
domains) to estimate the CSI of the legitimate communi-
cation pairs with help of advanced hardware (such as di-
rectional antennas or multi-antennas). However, no matter
how powerful the attacker is, since the signal cancellation
attack is an active attack, all the attack behaviors must
be carried out in an online fashion. Therefore, we observe
that the success of the signal cancellation attack is only
depending on the channel correlations in the temporal and
spatial domains. Correspondingly, we propose two types
of attack models, which are more general or stronger than
those adopted by existing works.

Rooted in this key observation, we then develop a signal
cancellation attack and defense framework by adapting
previous information-theoretic study in correlated jamming
[14]. Our framework captures the attacker’s knowledge
about the legitimate communication pair’s CSI using a
correlation coefficient. We consider both indoor and outdoor
environments in our system model. The signal cancellation
attack and defense process are modeled as a zero-sum game,
in which the attacker aims at minimizing receiver’s energy
detection probability, while the defender seeks to maximize
this probability. Under this framework, we theoretically
analyze the optimal attack/defense strategies and detec-
tion probability under signal cancellation attack, given any
correlation coefficient. Then we summarize our previous
simulation results that validated our theoretical analysis,
and revealed the impact of attacker’s correlation coefficient
and the detection threshold to the system’s security level.

Based on the theoretical results, we propose a practical
physical-layer message integrity protection approach via
channel randomization. The realization of channel random-
ization builds upon swift reconfigurability and state diver-
sity characteristics of the reconfigurable antenna (RA). Our
idea is to let the legitimate pair proactively make a worst
case estimation of the attacker’s knowledge of their CSI
(mimic the attacker), and use that to derive a lower-bound of
the energy detection probability under optimal cancellation

attacks. As we need to consider both temporal and spatial
correlations of the CSI, we need to impose some constraints
on the location of the attacker (and we show that the spatial
correlation decreases with attacker’s distance). Interestingly,
by increasing the randomness of the wireless channel over
both temporal and spatial domains via RA, we can achieve
an arbitrary goal of minimum signal detection probability
by tuning the number of symbols in each ON slot.

In addition, we carry out real-world experiments and
implement our channel randomization approach on USRP
devices. We found that by actively randomizing the physical
channel via RA, the indoor static channel can be turned into
a dynamic channel which can effectively defend against sig-
nal cancellation attack and protect message integrity. In con-
trast to prior work in physical layer security, our approach
neither requires nor depends on the channel advantage of
the legitimate channel over the adversary channel.

Compared with our preliminary work [1], our main
additional contributions are: (1) Besides the two attack
models in [1], we propose a more practical attack model,
i.e., the type III attacker, in order to model the attacker
which exploits the channel correlation in spatial domain.
With all three attack models, it is more complete and sys-
tematic to evaluate the security of wireless systems under
signal cancellation attack. (2) We propose a systematic and
effective channel randomization approach which exploits
swift reconfigurability and state diversity characteristics of
RA to protect message integrity. Extensive experiments and
security analysis are carried out to show its resistance to op-
timal signal cancellation attack. (3) We present the method to
combine our approach with existing message integrity pro-
tection schemes and evaluate its performance under normal
communication scenarios using BER and link throughput.
(4) We identify that the correlation coefficient and variance
of CSI are two key factors affecting the detection probability
and show the influence of the selection of antenna modes on
these two factors. To the best of our knowledge, this is the
first work that systematically employs RA to defend against
signal cancellation attack in the real world.

The rest of this paper is organized as follows. Sec. 2
presents the related work and motivation to our threat mod-
eling and message integrity protection approach, followed
by the system and attack models in Sec. 3. In Sec. 4, we
present the game-theoretical framework to analyze the at-
tacker/defender’s strategies and their optimal utilities. Sec.
5 gives our channel randomization approach and introduces
our method to protect message integrity in practice. In Sec.
6, we present the implementation and experimental study.
Sec. 7 concludes the paper and lists the insights gained.

2 RELATED WORK AND MOTIVATION

2.1 In-band Message Integrity Protection and Authenti-
cation

A few previous works proposed in-band message integrity
protection and authentication schemes without relying on
pre-shared secret keys [10], [15], [16]. The common underly-
ing idea is to combine ON/OFF keying with unidirectional
error detection code. By using this coding method, bit 1
is encoded into ON OFF slots and bit 0 is encoded into
OFF ON slots. To provide message integrity protection, a
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Fig. 1: The messaging structure of message integrity protec-
tion and authentication.

data packet is sent first using normal modulation, followed
by a cryptographic hash calculated over the message which
is encoded using the ON/OFF keying approach (the idea
is also shown in Fig. 1). The security of this approach
is based on the infeasibility of signal cancellation in the
wireless channel, which ensures that only unidirectional
bit modification is feasible, i.e. attacker could only change
OFF slot into ON slot but not in the opposite direction. Be-
sides, according to the second preimage resistance property
of Hash functions, it is computationally infeasible for the
attacker to compute a new message with the same Hash
result. Therefore any tampering with the original message
will be detected (w.h.p.). The authentication property is
derived based on authentication through presence [10],
that is, the received message is authorized if and only
if the receivers verify only one message is received from
the intended transmitter and has not been modified. Anti-
signal-cancellation is achieved by setting the signal to be
random in each ON slot, and based on the assumption
that attacker could not extract any knowledge of the source
signal and the channel thus it cannot cancel the signal.

However, this assumption is too strong because practical
signal cancellation attack has been demonstrated [11], which
uses a pair of directional antennas to relay the source signal
such that the phase differs by kπ from the direct signal at the
receiver. The signal cancellation attack aims at completely
canceling out the received signal at the receiver, by assum-
ing the attacker knows the transmitted source signal x (or
a correlated version of it). This is achieved in [11] by using
directional antennas, such that the attacker obtains x from
A in real time, and it has almost complete knowledge of
the direct channel from A to B (which is a stable indoor
channel). Through signal cancellation attack, the attacker
has the potential to cancel/modify any signal in wireless
channel. Considering that receiver in ON OFF scheme de-
codes message via energy detection, when encountering
signal cancellation attack, the message integrity cannot be
protected. Thus, it is essential to investigate the possibility
of signal cancellation in the real-world, so as to provide
quantitative security guarantees.

2.2 Channel Randomization

Recent studies in wireless communication show that due
to the inherent randomness of wireless channel such as
multipath, even small motions of the antenna can create
large variations on CSI [17], which makes channel ran-
domization a promising technology in preventing attackers
from estimating accurate CSI. Here, we briefly discuss the
previous works on using channel randomization method to
defend passive attacks and active attacks.

2.2.1 Countering Passive Attacks

The channel randomization approach in [18]–[20] was pro-
posed to defend eavesdroppers for secrecy purpose. In [18],
the transmitter is equipped with eight antennas that are
rotated with a fan motor at a constant speed. In every
transmitter’s ON and OFF states, a micro-controller ran-
domly chooses an antenna to activate. However, since the
fan motor rotates at a constant speed, it is not difficult for
the attacker to obtain and predict the positions of antennas.
For an eavesdropper who is capable of conducting offline
experiments to measure the CSI of possible paths, once the
attacker gets the positions of antennas, the only unknown
variable left for attacker is which antenna is activated.
Since only eight antennas are used, the eavesdropper could
effectively decode the message using brute force.

On the other hand, [19] and [20] also use RA to ran-
domize wireless channel, which is similar to us. However,
[19] and [20] focus on protecting the secrecy of generated
key. More specifically, [19] and [20] utilize the reciprocity
of radio wave to create the same received signal strength
indicator (RSSI) sequence at the transmitter and receiver,
then extract a common secret key from the received RSSI
sequence. Thus, the main purpose of [19] and [20] to use
RA is to prevent the eavesdropper from obtaining the exact
CSI between legitimate pairs. While an eavesdropper can
use offline methods to estimate the CSI more accurately,
a signal cancellation attack must be launched in an online
fashion, which fundamentally changes how we model the
attacker. Actually, for our type II attacker, it is assumed to
be capable of obtaining exact channel for every symbol. The
main idea to defend type II attacker is to capture the online
nature of signal cancellation attack process, and exploit
the randomness of CSI in temporal domain to prevent the
attacker from predicting future CSI. Besides, the indepen-
dence of the generated key between legitimate pairs and
the key obtained by the eavesdropper is crucial criterion for
secret generation, however, for signal cancellation attack, the
energy detection probability is the most important criterion
that needs to pay attention to.

2.2.2 Countering Active Attacks

Except for defending against passive attackers like eaves-
droppers, channel randomization can also be used to
counter active attacks such like jamming. For example, [21]
proposes a mechanical beam-forming approach and auto-
configuration algorithm to track the powerful jammer and
weaken its signal. In [21], the attacker emits a powerful jam-
ming signal to interfere with the communication between
legitimate pairs. By changing the angle and distance of
the two antennas placed at the receiver, the optimal beam
pattern which maximizes the signal-to-jamming (SJR) can
be configured and cancel the jamming signal. However,
signal cancellation attack is different from tradition jamming
attack (where the jamming signal is not correlated with the
legitimate signal). First, the goal in our work is to prevent
legitimate signal from being canceled, while in jamming
they aim at canceling out the external signal. Second, the
strategies that are proposed to defend jammers are not suit-
able for our model. The key to signal cancellation attack is
the energy detection probability, therefore, a more powerful
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traditional jamming signal actually strengthens the received
signal, which enhances the energy detection probability and
helps to protect message integrity. Besides, since the signal
cancellation attack can be carried out on every symbol,
forming antenna beams mechanically is too slow to counter
signal cancellation attack in practice.

Our previous work [1] achieves message integrity pro-
tection over signal cancellation by using an electric fan
blowing the aluminum foil strips attached on the transmit-
ter to introduce external disturbance in wireless channel.
However, the disturbance introduced by a fan is tiny. Con-
sidering that two channels which are close to each other
are highly correlated [22], [23], it might be the case that
the attacker can cancel out most part of the received signal
power via powerful devices. Besides, randomizing wireless
channel via fan is not a systematic way in practice. Taken
the considerations above, we propose to randomize wireless
channel via RA in this paper. Many parameters in our
new approach are controllable, which provides us a more
systematic way to study the performance and security of
the wireless system.

2.3 Quantifying Adversary’s Knowledge in Signal Can-
cellation Attack
Previous results on the signal cancellation attack are qual-
itative [11], which show that a static environment leads to
higher chance of cancellation. Signal cancellation attack can
be seen as one of the special cases of tradition correlated
jamming. In Médard’s work on studying the capacity of
wireless channels under correlated jamming, the channel
is assumed to be constant and known by the jammer [24].
Later, Kashyap et. al. expand the study on channel capacity
under correlated jamming to MIMO case and assume the
CSI is totally random and the attacker only knows the
statistics [14]. Some other theoretical results in correlated
jamming follow similar assumption, that is, the legitimate
pair’s CSI h is assumed to be either perfectly known by
the attacker, or not known but only statistics are available.
However, in practice this is often not the case. Instead, the
attacker’s knowledge about the channel can lie between
these two extremes. And how to quantify the attacker’s
capability remained as an open problem. Intuitively, the
more accurate the attacker could estimate the legitimate
pair’s channel h, the more effective it could launch the corre-
lated jamming attack. Therefore, we can use the correlation
coefficient rhg to quantize the attacker’s capability, where g
denotes the attacker’s estimation of h.

Generally, the attacker can exploit correlations in three
domains to obtain knowledge of legitimate h: spatial do-
main, temporal domain, and frequency domain. In the
spatial dimension, previous works [22], [23] demonstrated
high correlations between channels where the receivers (or
transmitters) are close to each other (typically within half
wavelength). He et. al. [25] even showed that the attacker
can obtain a very accurate estimation of the legitimate
pair’s channel by placing multiple eavesdroppers around
the legitimate receiver. The idea is to let all the eavesdrop-
pers measure the channel simultaneously, and then combine
them into a linear minimum mean square error (LMMSE)
estimator. The estimation error can decrease to zero with
increased number of eavesdroppers in some cases.

Fig. 2: Example of CSI prediction attack.

It has also been shown by previous works that channel
is self-correlated in temporal domain. The correlated time
scale is typically measured by the channel coherence time,
which is usually several ms in dynamic environments and
hundreds of ms in static environments.

Similarly, channel correlation exists in the frequency
domain. The attacker can also exploit CSI measurements
made in adjacent channels to derive a better estimate of the
CSI in the frequency used by the legitimate pair.

In a word, the attacker could leverage channel corre-
lation in any of the three domains and combine them.
Such correlation should be considered in the threat model
and design of any anti-signal-cancellation based integrity
protection scheme.

In this paper, we first derive a theoretic result showing
that the attacker’s successful cancellation probability in-
creases with its channel correlation with the legitimate one.
However, in reality it is difficult (if not impossible) to know
the attacker’s capabilities in advance (e.g., location, device
type, number), and it seems hopeless to upper-bound the
attacker’s knowledge about the legitimate channel. Fortu-
nately, since signal cancellation is an active attack, it is only
effective when attacker’s signal is in the same frequency.
Also, it must be timely – attacker’s channel estimation needs
to be done in real-time without any delay, otherwise the
cancellation opportunity will be missed. Therefore, even
though the attacker can accurately measure the historical
legitimate CSI via spatial and frequency domain correlation,
it still needs to predict the CSI in the present (and future) in
order to generate its own correlated signal (illustrated in Fig.
2). Any approach to obtain the current channel knowledge
through measurements takes time, and after that the optimal
cancellation opportunity is already missed. That means, we
can exploit the intrinsic time-domain unpredictability of the
legitimate channel to prevent it from knowing the future
CSI. To do so, in our scheme the legitimate TX/RX quantify
the CSI’s self-correlation in the time domain and use that to
bound the knowledge of attacker. On the other hand, from
the attacker’s point of view, except for CSI prediction attack,
processing and relaying the received signal which results in
a correlated version of legitimate signal at the receiver, if
attacker’s physical channel is directly correlated with the
legitimate one is also a feasible strategy. In this case, the key
to defending strategy is to increase the randomness of CSI
in spatial domain instead of temporal domain.

3 MODEL AND ASSUMPTIONS

3.1 System Model

In our model, Alice communicates with Bob through a wire-
less channel. There are two types of transmission modes.
In the first one (normal mode) a message is transmitted
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Fig. 3: The system model

using standard modulation and data rates, such as 802.11
and OFDM. The second one is called the ON/OFF keying
mode, where information bits (like the hash of a normal
message) are all encoded using ON/OFF keying combined
with unidirectional error detection codes (e.g., Manchester
coding). In each ON slot, a normal packet with random
content is transmitted, while in OFF slots Alice remains
silent. For this mode, Bob uses energy detection to decode
the received signal. Periodically (e.g., per symbol interval),
Bob obtains a received signal strength (RSS) and compares
it with a threshold (α). If the RSS is larger than α for
Ns samples then an ON slot is detected. We assume each
transmitted signal x ∈ C is arbitrary. The channel state
h ∈ C between Alice and Bob is modeled under Rayleigh
fading with additive white Gaussian noise n in outdoor
environments, and Rician model in indoor environments.

3.2 Threat Model
The attacker’s general goal is to break integrity protection,
i.e., modify the message without being detected. For the nor-
mal mode, we assume the adversary can arbitrarily eaves-
drop, inject, modify, replay, and block the message (standard
Dolev-Yao model). For the ON/OFF keying mode, we as-
sume an attacker C who knows the exact transmitted signal
x, and C’s goal is to cancel out the signal received at Bob.
To learn x in real-time, C can place a directional antenna
closely to the legitimate transmitter A. To create and deliver
a correlated signal at B, C will utilize x and her ”knowledge”
about the CSI h from A to B. Essentially, C possesses a
correlated version of h denoted as g (correlation coefficient
denoted as r ∈ [0, 1]), as shown in Fig. 3.

There are three types of attackers in our model depend-
ing on their attack modes. We always assume the attacker
cannot replace A or B, or simply block the communication
using a Faraday Cage. We do not restrict the number and
type of devices the attacker may have. It can either generate
its own signals or process and relay the signals from A to B.

Type I: This type of attacker relies on statistical or back-
ground information to estimate h, but makes no effort to
obtain the accurate measurement of h. For example, channel
propagation models can be used to derive the stable (Line-
of-Sight/LoS) part of the CSI based on the distance, and
large-scale fading/shadowing effects can also be predicted.
However, the attacker cannot derive a correlated version
for the dynamic/small-scale part. This model is adopted by
[11] under a stable indoor scenario, where A-B, A-C and C-B
channels are all assumed constant.

Type II: This type of attacker can obtain up-to-date and
correlated estimation g about A to B’s CSI using information
from any of the three domains mentioned in the previous
section. For example, it could place multiple receivers close

to B, and measure the channel for each transmitted symbol
continuously. In the worst case, it obtains the exact A-B
channel for every symbol in the past and uses them to
predict the future CSI. After estimating h as g, the attacker
can decide the cancellation strategy a and send its own
signal agx to B.

Type III: Note that type II attack model is too theoretical
to be used in practice since it requires the attacker to place
multiple receivers to measure the channel and combine all
estimations, which is costly and computationally complex.
Actually, the attacker can easily relay the correlated source
signal after processing with one device. Thus, we propose
type III attacker to model a more practical attacker. Instead
of estimating and predicting future CSI, a type III attacker
exploits the intrinsic spatial correlation between channel A-
C and A-B, by multiplying the received correlated source
signal from A (gx) with cancellation strategy a and relaying
it to the receiver via a stable channel (or the other way
around). Though in practice, the attacker cannot send its
signal to the receiver without any attenuation, the attacker
can use powerful directional antennas to relay processed
signal to the receiver, for which the channel can be regarded
as stable. Note that the type III attacker is more general
than that in [11], since in our model the attacker is capable
of processing received signal before relaying it, whereas in
[11] the attacker only relays the signal.

In a word, the Type I attacker could only get the knowl-
edge about the stable part of CSI, while the type II and III
attacker could also get partial knowledge of the dynamic
part. We note that the type II and type III attack models
are stronger than previous works [10], [11], [15], [16], as
the attacker can do real-time signal processing to generate
a correlated cancellation signal based on source x and the
correlated CSI. In addition, type III is more practical than
type II attacker, since it is easier to implement in practice.

4 OPTIMAL STRATEGIES FOR SIGNAL CANCELLA-
TION ATTACK AND DEFENSE

4.1 Game Theoretic Framework
In this section, we theoretically analyze the signal cancel-
lation attack for one symbol in an ON slot. We model the
cancellation and anti-cancellation process as a game. The
attacker’s goal is to transmit a signal correlated with x such
that the detection probability Pd of the combined received
signal is minimized at B. Therefore we define the attacker’s
utility function as Ua = −Pd. The legitimate pair’s strategy
is to maximize the energy detection probability and their
utility function is Ul = Pd. Obviously, this is a zero-sum
game.

For the strategy space, let the attacker generate a linear
signal [14], [26], [27] that is agx+ v, in which a is a variable
controlled by attacker, g is attacker’s knowledge about h
(an estimated or correlated version), and v is additive white
Gaussian noise with variance σv . Thus the overall received
signal will be:

y = (h+ ag)x+ n+ v (1)

W.l.o.g., we use the Rician model for A-B channel (Rayleigh
model is a special case), note that we choose these models
since they are representative and can yield closed-form
solutions. In this model, the channel h is composed of two
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parts: one is the deterministic LoS component h′, the other
is the random Gaussian distributed fading component h′′.
Thus the channel is denoted by h = h′ + h′′.

We assume the attacker could estimate the LoS part
precisely. The estimation g is further divided into two parts
g = g′ + g′′. The attacker’s strategy consists of a tuple
a = [a′, a′′, σv] corresponding to each component. Its trans-
mit power can be easily derived based on a, g, the power of
x and v, and here we assume it is not bounded. To include
the attacker’s power in its strategy under power constraint
will be our future work. On the other hand, the defender’s
strategy consists of A’s transmit power.

Under this model, the received signal can be represented
by:

y = (h′ + a′g′)x+ (h′′ + a′′g′′)x+ n+ v (2)

4.2 Optimal Attack Strategy

Because the LoS and NLoS signal components are inde-
pendent of each other, the attacker can cancel the two
components separately.

4.2.1 LoS Component Strategy
As the LoS channel component h′ is assumed to be precisely
known, we have g′ = h′. Therefore we can easily derive the
optimal attack strategy for the LoS component:

Proposition 4.1. The optimal LoS component cancellation strat-
egy is:

a′ = −1 (3)

The above indicates that the attacker will reverse the LoS
signal’s phase to completely cancel it out at the receiver side.

4.2.2 NLoS Component Strategy
Given that the LoS component can be completely canceled,
we analyze the optimal attack strategy for NLoS part. We
start from deriving the distribution of received power of
this component under signal cancellation attack.

Type I attacker. For the type I attacker, the estimated
channel g′′ is independent from h′′. Since the source signal
x is randomly distributed, the power detected by receiver
is Py = σ2

x|h′′|2 + |a′′g′′|2σ2
x + σ2

n + σ2
v , where σx, σn, σv

are the variance (power) of the source signal and noises, re-
spectively. We can see that the variable |h′′|2 follows gamma
distribution Γ(1, 2σ2) as |h′′| is Rayleigh distributed, where
σ2 = 1

2E[h′′h′′].

Theorem 4.1. Given detection threshold α, the probability that
a symbol within an ON slot be detected under type I attacker’s
signal cancellation attack is:

Pd(σ
2) = e

−α−σ
2
n−σ

2
v−|a

′′g′′|2σ2x
2σ2xσ

2 (4)

From the detection probability, we derive the optimal
NLoS attack strategy:

Theorem 4.2. The NLoS part optimal strategy for type I attacker
is:

(a′′ = 0, σ2
v = 0) (5)

Due to space limitations, the proof is omitted. As shown
in Theorem 4.2, the best strategy for type I attacker is to not

cancel the NLoS part. This is because, the estimated channel
g′′ is not correlated with the real channel h′′. Thus any non-
zero signal will only add more energy at the receiver B,
which increases the detection probability instead.

Type II and III attacker. According to the type II and
III attacker model, the main difference between them is
how they are implemented in practice. Thus we can use the
same theory to analyze them. In the power expression Py =
σ2
x(h′′+a′′g′′)2+σ2

n+σ2
v , the component |h′′+a′′g′′|2 follows

Gamma distribution Γ(1, 2σ2) since (h′′ + a′′g′′) is a CSCG
random variable, where σ2 = 1

2E[(h′′ + a′′g′′)(h′′ + a′′g′′)].
In addition, the part σ2

x|h′′ + a′′g′′|2 also follows Gamma
distribution Γ(1, 2σ2

xσ
2), because σx(h′′ + a′′g′′) is a CSCG

random variable.

Theorem 4.3. Given detection threshold α, the probability that
a symbol within an ON slot be detected under type II and III
attacker’s signal cancellation attack is:

Pd(σ
2) = e

−α−σ
2
n−σ

2
v

2σ2xσ
2 (6)

According to equation 6, the detection probability is re-
lated to the estimated channel g′′. Thus we will first analyze
the effect of the parameter σ2 on the detection probability.

Theorem 4.4. The detection probability Pd(σ
2) is a non-

decreasing function with respect to σ2.

The proof is in Supplementary Material. According to
Theorem 4.3, the minimum detection probability is achieved
when σ2 is infinitely close to 0:

lim
σ2→0

Pd(σ
2) = 0 (7)

The above result shows, the perfect attack precisely es-
timates channel h′′ such that the attacker’s signal is exactly
the opposite of the received signal from A to B, thus the
original signal will be completely attenuated. However, this
is an extreme case in which perfect CSI is assumed known
by the attacker. Some previous works are based on this
extreme case [14], [24], under which the link from A to B
has zero capacity. In this paper we consider a more realistic
general case in which the real CSI h′′ and the attacker’s
estimated CSI g′′ is correlated with arbitrary rh′′g′′ .

Theorem 4.5. The NLoS part’s optimal signal cancellation attack
strategy is:

(a′′ = −E[h′′ḡ′′]

σ2
g

, σ2
v = 0) (8)

The proof is in Supplementary Material. Given the op-
timal strategy of attacker, we can use Eq. (4) in Supple-
mentary Material to derive the minimum variance σ2

min =
1
2σ

2
h(1 − |rhg|2), where |rh′′g′′ | is the correlation coefficient.

Substitute it into Eq. (6), we get the minimum detection
probability:

Pd(σ
2
min) = e

− α−σ2n−σ
2
v

σ2xσ
2
h
(1−|r

h′′g′′
|2) (9)

From the analysis above, we can see that the minimum
detection probability decreases with the increase of at-
tacker’s correlation coefficient |rh′′g′′ |. Also, previous works
that either assumed a 0 or 1 correlation coefficient are two
extreme cases of our result.
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4.3 Optimal Defender Strategy

Next, we analyze the legitimate pair’s optimal strategy.
From the above, the type I attacker is only a special case
of type II and III attacker when rh′′g′′ = 0. In our model,
the signal x is independent of h′′. The only transmitter pa-
rameter that has influence on the final detection probability
is the power σ2

x. From Eq. (9), we can easily see that the
detection probability increases when σ2

x increases. In reality,
the transmitter’s power is limited, thus it indicates that the
transmitter should always choose its largest power level to
defend against signal cancellation attacks.

4.4 Simulation Results

To show the correctness of our proposed optimal attack
strategy, we used Matlab to simulate above theoretical
analysis in our previous work [1]. We mainly studied the
received signal power in the presence of signal cancella-
tion attack. More specifically, in the NLoS Rayleigh fading
channels, we generated two CSI sequences with a given
correlation coefficient rhḡ to simulate the legitimate channel
and attacker’s estimation. The transmitting power was 0dB
and the channel gain was normalized to 1. The signal was
modulated using QPSK and the SNR at the receiver side
was set to be 25dB. The attacker was assumed to know rhḡ
and σ2

g so as to calculate the optimal attack strategy a. The
simulation results we got are: (1) The power of received
signal achieves the minimum when the attacker applies
the proposed optimal attack strategy, which confirms the
correctness of our theoretical analysis. (2) There are three
factors that could lead to a higher detection probability in
optimal cancellation attack: a lower correlation coefficient, a
higher detection threshold and a higher transmitting power.

5 CHANNEL RANDOMIZATION APPROACH

In this section, we show the crucial criteria in designing
channel randomization approach. Our basic idea is to ran-
domly switch among different radiation modes of a recon-
figurable antenna (RA) to change the legitimate CSI.

5.1 Characteristics of Reconfigurable Antenna

An RA is an antenna capable of dynamically rearranging
its antenna currents or radiating edges in a controlled and
reversible manner [28]. For a p-i-n diode based RA, by
changing its structure electronically, it can swiftly recon-
figure itself in terms of radiation pattern, polarization and
frequency, or combinations of them. In terms of randomiz-
ing CSI, we need to prevent the attacker from predicting
future CSI from historical CSI sequences (for type II attack),
as well as reduce the spatial correlation of CSI (for type
III attack). Thus, ideally an RA is expected to have the
following two properties for security: 1) the RA should have
a large and diverse set of antenna patterns, which have
different gains among different spatial directions (resulting
in small spatial correlation); 2) for a given spatial direction,
the antenna gains across different antenna modes should
have high variations (yielding small temporal correlation).

5.2 Antenna Mode Switching Period
For the directional antenna model [29], the CSI is repre-
sented as: h =

∑
l∈L

ft(φl, θl) · Ll · fr(φ
′

l, θ
′

l), where Ll is the

path gain of the lth path and f(.) is the antenna-specific
characterization function which models the transmitter and
receiver gain of the direction from which the signal is trans-
mitted and received. Since the antenna gain of RA is differ-
ent for a given direction under different antenna modes, we
can randomize the wireless channel via randomly switching
the modes of RA. Besides, according to a recent study in
MIMO [17], the motion of beam steering can change both
the LoS and NLoS components of wireless channel, which
also indicates that using RA can create high CSI variations.

Except for increasing the randomness of CSI, to achieve
message integrity protection, it is also important to prevent
the attacker from predicting future CSI. Consider the sce-
nario that CSI is changing too slowly (that is, one antenna
mode lasts for several symbol periods), once obtaining one
exact CSI, the attacker is able to cancel out the following
symbols that use the same antenna mode. In practice, the
attacker is assumed to take at least one symbol period to
estimate CSI [30]. To prevent the attacker from accurately
predicting future CSI through historical CSI values, the
antenna mode of RA should change at least once in a symbol
period. As it is not necessary to change antenna mode too
frequently, we let the switching period of antenna mode
equal to OFDM symbol duration time in our design.

5.3 Antenna Mode Subset Selection
From Eq. (9), we can see that the correlation and the
variance of CSI are two factors that influence the detec-
tion probability under attack. The variance of CSI, which
ultimately creates a big difference in the RSS is mainly
caused by diversity in the antenna gains of different an-
tenna modes. Although there are many states available for
RA, the antenna gains of some modes can be very small,
which can result in low detection probability even before
cancellation affecting the decoding performance. Intuitively,
there is a tradeoff between security and performance: with
the increase of the number of candidate antenna modes, the
randomness and variance of CSI will increase due to higher
variety of antenna radiation patterns, however, the detection
probability without cancellation will decrease since there are
more antenna modes with small gains. Thus, we need to find
a subset of antenna modes to optimize the balance between
security and performance goals. The optimal antenna mode
subset selection problem can be formulated as follows:

max Pd = e
− α−σ2n−σ

2
v

σ2xσ
2
h
(1−|r

h′′g′′
|2)

s.t. Pd0 ≥ Ps (10)

dk ∈ {0, 1}, ∀k ∈ K,

where Eq. (10) means that without signal cancellation attack
the detection probability Pd0 should be greater than a min-
imum threshold Ps, and dk = 1 indicates that the antenna
mode k is in the current subset K . As shown in Eq. (12)
and (13), σ2

h and |rh′′g′′ |2 are non-linear functions of the
CSI sequence h. Besides, [31] shows that Pd0 is also a non-
linear function of h. Specifically, assume that the CSI under
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Fig. 4: Subfigure (a) shows 3D View of RA. (b) shows
antenna gain in the plane of φ = 90◦.

antenna mode k is hk, then the CSI sequence is randomly
sampled from the set of variables {hk|∀k ∈ K, s.t. dk = 1},
whose distributions can be obtained from channel modeling
or experimentation. Thus, the formulation above is a mixed
integer non-linear programming problem and in general
NP-hard. We will present a heuristic method to solve this
problem and show our simulation results in Sec. 6.5.

5.4 Multiple Symbols for Message Integrity Protection
We can combine our channel randomization approach with
existing message integrity protection schemes. For a general
message integrity protection scheme shown in Fig. 1, we
only need to activate our channel randomization approach
during ON slots and synchronization phase, since only
those messages need to be protected against cancellation.
Considering that the ON slot detection probability grows
if there are multiple symbols [16], we can guarantee the
energy detection probability of an ON slot by incorporating
multiple symbols in it. To do so, we first upper-bound
the attacker’s knowledge (correlation) under type II and
III attack. For the type II attack, the idea is to extract the
A-B’s CSI by the legitimate receiver B through channel
probing, and mimic the attacker’s strategy to quantify the
intrinsic time-domain correlation in the channel itself, as-
suming perfect estimation of historical CSI by the attacker.
For type III attack, we assume that the attackers can only
be located at a certain distance away from the legitimate
receiver (and transmitter), which can be implemented by
creating a guard zone in practice, otherwise, the attacker can
be easily detected. Since the correlation coefficient decreases
with the increase of the distance from the attacker to the
receiver (this relationship is shown in Table 1, Sec. 5.5), B
can estimate the correlation of the channel that is closest to
itself (which has most related CSI) to mimic the attacker.

Based on the obtained correlation, we calculate the min-
imum energy detection probability for each symbol under
signal cancellation attack using our theoretical framework.
Given a target security requirement (signal cancellation
probability for each ON slot is no larger than some thresh-
old), the number of symbols needed in each ON slot can be
derived. Then the transmitter applies this parameter during
its ON/OFF keying to protect message integrity, while the
receiver uses energy detection to recover the source infor-
mation bits. To enhance efficiency, the transmitter sends a
normal message packet followed by Manchester coding and
ON/OFF keying of the Hash of the message.

Given the bound of attacker’s correlation coefficient, we
substitute it along with others parameters (including σh′′ ,

Fig. 5: Preliminary experiment on studying impact of at-
tacker’s positions on channel correlation coefficient.

TABLE 1: Impact of attacker’s positions on correlation coef-
ficient

Distance(cm) Correlation coefficient Variance(dB)
C-B RA OA RA OA
10.5 0.5615 0.9890 -35.2791 -53.1417
22.2 0.2421 0.9842 -34.0399 -53.4983
40.9 0.0826 0.9938 -32.7614 -53.7439

σx, α) into Eq. (9). Then we can derive the detection prob-
ability Pd for a single symbol, and the minimum necessary
number of symbols n in each ON slot:

Theorem 5.1. Given the required minimum detection probability
in each ON slot Ps, the minimal number of symbols is:

n = blog1−Ps
1−Pdc (11)

The proof is in Supplementary Material.

5.5 Security Analysis
5.5.1 Metrics Affecting Detection Probability
As mentioned before, the correlation coefficient and the
variance of CSI are crucial for detection probability. We first
present their definitions in Eq. (12) and (13).

The variance of CSI h is defined as:

σ2
h =

1

N

N∑
i=1

h2
i (12)

where hi represents a value of CSI sequence h.
The correlation coefficient of CSI sequences h and g is:

rhḡ =

N∑
i=1

hiḡi

σhσg
(13)

Since in our approach, the message integrity protection is
achieved by increasing the randomness of CSI, we quantify
the average randomness of CSI with entropy.

The entropy of CSI h is defined as:

H(h) = −
N∑
i=1

P (hi)log2P (hi) (14)

where P (.) is the probability mass function of CSI sequence
h. Note that for simplicity, the entropy calculated in this
way is an upper bound to the real entropy because the
autocorrelation in the CSI sequence has not been considered.
If it is considered, the entropy rate should be used.

5.5.2 Integrity Protection
For the basic message format in Fig. 1 (which is common
to previous works), due to the collision resistance of cryp-
tographic Hash functions, it is infeasible for the attacker to
find another m′ 6= m such that H(m′) = H(m). In addition,
if the attacker modifies any one or more bits in the original
message, approximately half of the hash bits will flip. For
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Fig. 6: Experiment setup (the devices here are placed closely
to facilitate taking a picture, this is not the actual placement
of experiments).

each flipped bit, one ON slot needs to be converted into
an OFF slot. So the probability that the attacker successfully
passes verification is approximately (1−Ps)L/2 (negligible).
Thus, message integrity can be guaranteed under our attack
model since we choose n to satisfy a minimum per-ON slot
detection probability Ps, such that any tampering with the
message m will be detected w.h.p.

6 EXPERIMENT

6.1 RA Structure

Fig. 4 (a) presents the 3D view of RA we use in this paper.
The reconfigurable parasitic surface consists of 3×3 square-
shaped metallic pixels that are connected by 12 p-i-n diode
switches [32]. Each switch has ON and OFF status, which
brings 4096 possible modes of operation to RA. To show the
state diversity of RA, antenna gain in the plane of φ = 90◦

for four typical modes is depicted in Fig. 4 (b).
Note that although traditional smart antennas such as

switched beam directional antennas can also change their
radiation patterns [33], their beam shapes remain in the
same direction and their switching is slow. For a typical
smart antenna, its switching time is in the order of 100µs
[34]. In contrast, for the RA used in this paper, the switching
time is about 0.5µs [35], which is an extremely short period.

6.2 Channel Randomness and Correlation

To study the impact of attacker’s positions on channel corre-
lation coefficient when the transmitter is equipped with RA
and OA (omnidirectional antenna) respectively, we conduct
a preliminary experiment under 246 typical antenna modes
that match our reflection coefficient constraint. Fig. 5 shows
the placement of all the devices. In the aspects of parame-
ters, the distance from the transmitter to the receiver (A-B)
is always the same, which is 120cm, while the distance from
the attacker to the receiver (C-B) is changing. The results of
preliminary experiments are shown in Table 1.

From the Table. 1, we can see that no matter where the
attacker is, the correlation coefficient between A-B and A-C
is always quite high (which is about 0.98) in OA scenarios,
which indicates the high correlation between those two
channels. Thus, the attacker could cancel out most of the
transmitted message by just simply relaying its received
signal. In contrast, when RA is used, A-B and A-C are much
more independent (correlation coefficients are below 0.5 in
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Fig. 7: Frequency histogram of CSI sequences and probabil-
ity density curve of corresponding Rayleigh distribution of
scenario 2 in experiment 1.

TABLE 2: Experiment parameters

frequency bandwidth antenna modes switching time
2.45GHz 100MHz 4096 256µs

E1 E2
TX-RX TX-Attacker TX-RX TX-Attacker
120cm 96cm 360cm 340cm

most cases), which shows that the utilization of RA can
increase the randomness between two wireless channels.

To quantify the randomness increment introduced by
antenna modes and multipath, we calculate the entropy in
terms of antenna gain and CSI. The entropy of antenna gain
in the direction of φ = 90◦, θ = 0◦ under 246 typical
antenna modes is 6.9. For the entropy of real-world CSI
data, we first limit the values of real and imaginary parts
of CSI for RA and OA scenarios to the same range. The
range is divided into 100 bins and the probability of each
CSI value is the joint probability of its real and imaginary
parts, thus the largest entropy value is log210000 ≈ 13.3.
In fact, the entropy of the legitimate CSI sequence is about
8.9 and 4.8 in RA and OA scenarios respectively. We can
observe that: 1) when RA is used, CSI has greater entropy,
which corresponds to more randomness of wireless channel
in time-domain; 2) the multipath, noise and other dynamic
factors in physical wireless channel lead the entropy of CSI
greater than that of antenna gain (6.9) and antenna mode
(log2246 ≈ 7.9); 3) due to the online nature of signal cancel-
lation attack, to achieve good cancellation performance, the
attacker has to estimate the real and imaginary parts of CSI
with high accuracy in every symbol period, which is hard to
achieve. Thus, even if the CSI distribution has low entropy
(e.g., 9 bits), the attacker’s average estimation error can still
be high.

6.3 Attack Effectiveness Evaluation

6.3.1 System Layout and Parameter Selection
We set up three USRP N210 devices with SBX daughter
boards using LabVIEW on a table in an indoor lab, the ex-
periment’s setup is shown in Fig. 6. We conduct two exper-
iments, since the distance between transmitter and receiver
(TX-RX) is 120cm in experiment 1 (E1), which is slightly
short. To make our study more systematic and practical, we
conduct experiment 2 (E2) and increase the distance of TX-
RX to 360cm. Considering that for the attacker in practice, it
always wants to get close to the legitimate receiver to obtain
more exact CSI and signal data, however, it can be easily
detected if it is too close. Therefore, we put the attacker
25.8cm away from the receiver in both experiments.
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We implement an OFDM transmitter, receiver and at-
tacker on the USRP devices using LabVIEW. The transmitter
sends packets with known symbols in the 2.45GHz band
with bandwidth set to 100MHz. In order to obtain the true
physical channel state, we connect the three USRPs with
an OctoClock to synchronize their clocks to eliminate the
impact of frequency and phase offset. Especially, the type
II (signal injection) attacker needs to synchronize its clock
with original signal at symbol level. This can be done by first
synchronizing at the packet level (e.g., using the techniques
for reactive jamming [36]), and as long as the attacker’s
clock does not differ much from the legitimate device’s, they
will be synchronized for the duration of a short packet.
For type III attacker, since it only relays the signal, the
synchronization at symbol level is easy. In reality, if the
devices are far apart and no cable is available, we can use
accurate external clocks such as GPS clocks to synchronize
TX/RX. The receiver extracts the frequency domain CSI
for each symbol in one OFDM subcarrier from baseband
before equalization, and we analyze the CSI sequence on
the computer using Matlab. The QPSK is used and each
OFDM symbol contains 320 QPSK symbols. Though our
OFDM system has 256 sub-channels, for simplicity, we only
estimate the CSI for one of them. As mentioned in Sec.
5.2, the switching time for RA should set to be one OFDM
symbol duration at most. Therefore, we connect RA with
an Arduino Uno Rev 3 programmable microcontroller [37]
to randomly switch antenna mode within 4096 available
modes. Each mode lasts for 256µs, which equals to OFDM
symbol period. All parameters are shown in Table 2.

6.3.2 Experimental Strategies
We tested two scenarios for both type II and III attackers: the
transmitter is equipped with OA and RA in scenario 1 and
2 respectively; In both scenarios, the receiver and attacker
are equipped with OA. For type II attacker, to generate the
attacker’s estimated CSI sequence g, we assume the attacker
uses a simple autoregression technique to estimate h. That
is, the attacker takes the CSI of h at time tn as the CSI of g
at time tn+1.

For the much more practical type III attacker, we im-
plement two cancellation attack strategies: strategy 1: the
attacker only relays the received signal; strategy 2: the
attacker processes the received signal with optimal attack
strategy proposed in Sec. 4.2.2 and then relays it. It is
worth noting that when the transmitter is equipped with
RA, the CSI is randomly changing according to antenna
mode. Thus, in the second scenario, the LoS and NLoS
components of CSI are both unknown to the attacker. Con-
sidering the little knowledge of the LoS component to the
attacker, the optimal strategy for the attacker in scenario
2 is to regard the whole CSI as its NLoS component, and
directly apply NLoS component strategy proposed in Sec.
4.2.2 to implement cancellation. In contrast, the attacker in
scenario 1 adopts both LoS and NLoS component strategies
due to the feasibility and optimality considerations. Besides,
since antenna modes are randomly changed in scenario 2,
the CSI h is not exactly the same as Rayleigh distribution,
but it is somewhat close to Rayleigh. This is because in
the direction of the legitimate channel, the LoS part of CSI
may not exist under some antenna modes. In this case, the
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Fig. 8: Magnitude and phase of received signal at the re-
ceiver and attacker in experiment 1. Left: OA. Right: RA

CSI is mainly composed of its NLoS part which is caused
by multipath effects (of which the distribution is Rayleigh
distribution for indoor environment). To verify this, the
frequency histogram of CSI sequences and the probability
density curve of corresponding Rayleigh distribution in
scenario 2 for experiment 1 are illustrated in Fig. 7. The
factors mentioned above make the strategy in Sec. 4.2.2 may
no longer be optimal for RA, but we will show in Sec. 6.3.3
that it is still a better strategy when comparing with strategy
1 (which is similar to the attack model in [11]).

6.3.3 Evaluation of Cancellation Results
In this part, we first implement cancellation with type III
attacker via the two strategies in Sec. 6.3.2, more specifically,
the attacker utilizes the spatial correlation between A-B and
A-C to get gx, then we process and relay gx in Matlab to
simulate the online attack in the stable C-B channel.

A. Experiment 1: Fig. 9 and Fig. 10 show received signal
power encountering type III attacker in scenario 1 and 2
respectively. From Fig. 9 (a) and Fig. 10 (a), we can see that
strategy 2 performs better, which verifies the effectiveness
of our optimal attack strategy. However, though strategy
2 achieves better cancellation performance in a traditional
wireless communication system, it does not benefit the
attacker in experiment 1 even if RA is used. In Fig. 12 (b),
when the transmitter is equipped with RA, the detection
probability after cancellation almost stay the same as before.
This is because the LoS component of CSI is changing
according to RA’s antenna state but not every antenna mode
(also the dynamic factors) in the direction of A-B and A-C
follows the relationship defined by the calculated average
correlation coefficient. For example, in Fig. 10 (b), for 198th
symbol, its power is −42.75dB and −63.99dB before and
after cancellation respectively, which indicates good cancel-
lation result. However, for 290th symbol, instead of reduc-
ing its power, the attacker’s cancellation strategy makes its
power increases from −71.07dB to −41.18dB. In this case,
the attacker weakens its own cancellation performance due
to the random change of antenna mode. In general, half of
the legitimate CSI follows the linear relationship defined by
attacker’s strategy, however, the remaining CSI changes in
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Fig. 9: Type III attacker: received signal power under strat-
egy 1 in experiment 1. Left: transmitter equipped with OA.
Right: transmitter equipped with RA

the opposite trend. Therefore, the overall detection proba-
bility does not change much.

Besides, from Fig. 12 (a), note that the type III attacker
who adopts strategy 1 (which is similar to the attacker
in [11]) even increases the detection probability in RA
scenarios. This is because different multipath caused by
diverse antenna patterns leads to phase changes of CSI,
and makes the position attacker chose no longer optimal.
To illustrate this, let Ahejθh and Agejθg denote the received
signal at the receiver and the attacker respectively. Thus,
the received signal after cancellation is: Ahejθh − Agejθg =
(Ahcos(θh)−Agcos(θg))+j(Ahsin(θh)−Agsin(θg)). There-
fore, the power of received signal changes from A2

h to
A2
h +A2

g − 2A2
hA

2
gcos(θh − θg). For an attacker, an effective

strategy must satisfy: A2
h +A2

g − 2A2
hA

2
gcos(θh − θg) < A2

h,
which is equivalent to 2cos(θh − θg) > Ag/Ah. In OA
scenario, since Ag ≈ Ah and θg ≈ θh, strategy 1 is effective.
However, in RA scenario, Ag, Ah, θg, θh are all changing
according to antenna mode, the above condition is not
always satisfied. In fact, experiment 1 is opposite to this
condition for the most of time, thus, strategy 1 weakens
attacker itself under the RA scenario.

For type II attack, we first analyze the channel random-
ness and correlation. The magnitude and phase of the first
500 symbols received by receiver and attacker in scenarios 1
and 2 are depicted in Fig. 8. Since the messages transmitted
in both scenarios are the same, the randomness of CSI is
equivalent to the randomness of received signal. As we can
see, the CSI in scenario 2 has a much higher randomness
than that in scenario 1. To verify this, we calculate the
auto-correlation coefficient of legitimate CSI sequence and
show the result in Fig. 11 (a). We can observe that: 1) the
low auto-correlation coefficient of CSI under RA (which is
about 0.15) indicates that except for reducing the correlation
between two spatial correlated channels, the utilization of
RA can also decrease the correlation within CSI sequence in
temporal domain; 2) due to the stable indoor environment,
the CSI sequence are highly correlated in both temporal and
spatial domains when OA is used.

Then we implement strategy 2 for type II attacker and
show its cancellation performance in Fig. 11 (b). Comparing
Fig. 11 (b) with Fig. 12 (b), we can see that the cancellation
performance for type II attacker and type III attacker is
similar. However, type III attack is much more practical.

Note that for Fig. 11 (b) and Fig. 12 (b), the detection
probability of type II attacker and type III attacker is almost
the same, however, the correlation coefficient between h
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Fig. 10: Type III attacker: received signal power under
strategy 2 in experiment 1. Left: transmitter equipped with
OA. Right: transmitter equipped with RA

TABLE 3: Detection Probability of the first case in Table 1

Threshold(dB) type II attack
rhḡ = 0.0606

type III attack
rhḡ = 0.5615

-55 0.9930 0.9880
-50 0.9780 0.9680
-45 0.9129 0.8770
-40 0.7157 0.6650

and g for them is 0.0544 and 0.0262 respectively. When
threshold=−45dB and the transmitter is equipped with RA,
the detection probability under type II attack and type III
attack is 0.9399 and 0.9380 respectively. The result seems to
be counter-intuitive. In fact, this is because the correlation
coefficient is too small so that the variance of CSI becomes
the main factor that affects the detection probability.

To show the influence of correlation coefficient to energy
detection probability, we calculate the detection probability
for the first case in Table 1 under strategy 2. We choose
this case because the correlation coefficient between A-
B and A-C is 0.5615, which is relatively large compared
with other cases. In addition, since the auto-correlation of
legitimate CSI is 0.0606 in this case, the spatial correlation
coefficient becomes the main factor that dominates the de-
tection probability. The results are listed in Table 3. As we
can see, the higher the correlation coefficient is, the lower
the detection probability we get, which corresponds to our
previous simulation results in [1].

B. Experiment 2: Next, we implement type III attacker
for experiment 2 and show our results in Fig. 12 (c) and (d).
Comparing (a) with (c) and (b) with (d), we can see that the
cancellation results for OA are similar. However, when RA
is used, the attacker performs better in experiment 2, which
indicates the limitation of RA on randomizing wireless
channel. Note that the distance of Attacker-RX is the same
for both experiments, thus the angle between A-C and A-
B in experiment 2 is much smaller than that in experiment
1 due to the increase of the distance between TX and RX.
In this case, the antenna gains in the direction of RX and
attacker are almost the same, which means the attacker can
obtain a highly correlated CSI sequence. More specifically,
for experiment 1, rhḡ = 0.0262 and σ2

h = −30.9447dB, but
rhḡ = 0.6723 and σ2

h = −37.1340dB in experiment 2. Thus,
we can conclude that when the distance between TX and
RX increases, the guard zone at the receiver should increase
proportionally to guarantee the effectiveness of the channel
randomization approach.
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Fig. 11: Subfigure (a) shows auto-correlation coefficient of
legitimate CSI sequence under OA and RA in experiment
1; (b) illustrates detection probability encountering type II
attacker with strategy 2 in experiment 1

6.4 Performance

Considering that CSI value under some antenna modes of
RA can be low, to ensure normal communications after
adopting RA, in this part we use the data of experiment
1 to analyze the performance of the message integrity
scheme we mentioned in Sec. 5.4. More specifically, we
first calculate the number of symbols needed in an ON
slot from Theorem 5.1. Then we calculate the bit error rate
(BER) and link throughput of legitimate pairs under normal
communication scenarios with RA and OA respectively.
Before presenting the results, we first show the definition
of BER and the calculation of link throughput.

6.4.1 BER
To clarify, the BER we mentioned here is referred as the
error that receiver cannot decode the message (that is, the
ON slot in message is canceled to the OFF slot), changing
OFF to ON does not happen because the noise is very small
in our experiments. So only OFF OFF slots are undecodable,
which is an error.

6.4.2 Link Throughput
If we only consider using the ON/OFF keying mode to carry
data, given the number of symbols n, the security require-
ment Ps and the BER p, we can derive the maximum link
throughput between A and B: c = 1−p

2blog1−Ps1−Pd
c·∆t

. If we con-

sider both normal mode and the hash ON/OFF encoding,
the maximum throughput will be c′ = (1−p)·Ldata

Tdata+2L·blog1−Ps1−Pd
c·∆t

,

where Ldata and Tdata are the bit length and transmission
time of a normal data packet respectively, while L is hash
length. We can see that the higher the per-symbol detec-
tion probability Pd, the lower the BER and the higher the
throughput.

6.4.3 Result
For simplicity, we evaluate the ON/OFF keying mode only.
As shown in Table 2, the symbol duration ∆t is 256µs. We
set the security requirement for successfully detecting each
ON slot to be Ps = 0.9999. Since the transmitter cannot tell
whether there exists the signal cancellation attack or not, to
guarantee detection probability, the transmitter always use
the detection probability of a single symbol under optimal
attack Pd (the same as detection probability in Fig. 10 with
cancellation) to calculate the number of symbols needed.
Then we calculate the BER and link throughput in normal
communications (without cancellation attack).
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Fig. 12: Type III attack, the detection Probability at the
receiver. (a)(c): under strategy 1; (b)(d): under strategy 2 (BC:
before cancellation; AC: after cancellation)

The results of the number of symbols, BER and link
throughput under RA and OA scenarios are shown in Table
4. We can have several observations: 1) As the threshold
α increases, the energy detection probability in each ON
slot decreases, which leads to an increasing number of
needed symbols and a decreasing link throughput, but the
system is more tolerant to noise/interference; 2) The BER
is lower when number of symbols is larger. Note that 1)
since the detection threshold is set based on the noise
level. The higher the noise level, the higher the threshold
should we use, which can decrease the false positive rate
for OFF slots. But the tradeoff is that this will decrease the
true positive probability (for ON slots) and also the link
throughput eventually; 2) the BER for OA scenarios is not
exact, because the large number of symbols needed in an
ON slot leads to enlarged length of CSI sequences, however,
the CSI sequence length in our experiment is 1000, which
is not long enough. The value of BER can be remedied by
measuring longer CSI sequences in the experiment.

6.5 Impact of Antenna Mode Selection

Here we use the data obtained in experiment 1 to simulate
the problem in Sec. 5.3. Since the channel is quite stable in
indoor environments, we assume the CSI under a specific
antenna mode stays the same in every measurement. Due to
the experimental limitations, we tested 2166 antenna modes
and corresponding CSI sequences. Based on the CSI we
obtained, we first set some thresholds (β) for CSI magnitude
to get a CSI subset that has higher magnitudes (which is
equivalent to select antenna modes that lead to high CSI
magnitude). 1000 QPSK symbols are generated with Matlab
to simulate detection probability under the chosen antenna
modes with type III attack. To compare the influence of
antenna mode diversity and the threshold of CSI magnitude,
we simulate in two ways: a) M1: we cancel the whole CSI
directly; b) M2: we take the average CSI as LoS part and
implement cancellation after removing average CSI. Note
that the M2 here is used to evaluate the randomness of LoS
part. In practice, since the type III attacker makes no effort
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TABLE 4: Results of symbol number, BER and link throughput under RA and OA scenarios

Threshold
(dB)

RA OA
number of
symbols BER throughput

(kbps)
number of
symbols BER throughput

(kbps)
−55 1 0.0060 3.9063 12 0 0.3255
−50 2 0.0020 1.9531 79 0 0.0494
−45 3 0 1.3021 3065 — —
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Fig. 13: Detection probability under multiple CSI magnitude
threshold, the attack model here is type III attacker with
strategy 2 in experiment 1

to estimate h, it cannot implement M2, when evaluating the
performance of the attacker, only M1 should be considered.
The simulation results are shown in Fig. 13. We can see that:
1) when β is small, the detection probability under M2 is
smaller than that under M1, which means the CSI variation
becomes smaller after subtracting the average value. Thus,
for the subset of antenna modes, the radiation patterns are
somewhat similar and the LoS part can be approximated
with the average CSI. However, the difference between M1
and M2 reduces with the increase of β, that is, for the
left small number of antenna modes, the radiation patterns
becomes distinct and the average CSI cannot be regarded as
the LoS part; 2) when β = 0.05, rhḡ reaches the local max-
imum and becomes the main factor that leads to the local
minimum detection probability; 3) when 0.08 ≤ β ≤ 0.26,
no matter what rhḡ is, for M1 the detection probability stays
at the optimal value, which implies that the variance of CSI
dominates the detection probability and the attacker cannot
cancel any message; 4) when β ≥ 0.265, only one antenna
mode left, the RA regresses to DA, which results in stable
CSI, and in the ideal case, the attacker is able to cancel out
the message completely.

7 CONCLUSION

In this work, we studied the security of physical layer
message integrity protection scheme. We established a sig-
nal cancellation attack framework to model the attacker’s
behavior. Based on the analysis results of our strategy,
we proposed a physical layer message integrity protection
approach with reconfigurable antenna. Comprehensive ex-
periments were implemented to evaluate the security of our
proposed channel randomization approach under different
attack scenarios and extensive insights were observed from
our experimental results: (1) RA can randomize both LoS
component and NLoS component of CSI. The LoS part is
changed according to the antenna pattern switching and
directional gain of antenna mode, and the variation of
NLoS part is caused by both multipath and antenna pattern

switching; Also, the difference between RA antenna modes
can reduce both the temporal correlation within a CSI
sequence and the spatial correlation between two CSI se-
quences; (2) Due to the ability of our channel randomization
approach to reduce both temporal and spatial correlation, it
is effective in defending against signal cancellation attacks.
Besides, due to the online nature of the signal cancellation
attack, different from previous works in protecting message
secrecy, the entropy of CSI in our approach does not need to
be very high; (3) Except for the correlation of wireless chan-
nel, the variance of CSI is also a key factor that could affect
the detection probability. More specifically, when the corre-
lation coefficient is small, the variance of CSI dominates the
detection probability under signal cancellation attack, and
the other way around when the correlation coefficient is big.
Therefore, for mode selection, there is a tradeoff between
mode diversity (which affects the randomness or correlation
of CSI sequences) and received signal strength (which is
determined by the magnitude of CSI); (4) By restricting
the attacker’s locations to bound its knowledge of the CSI,
multiple symbols can be calculated to guarantee a desired
integrity protection goal.

In the future, we will apply the design methodology in
this paper to defend against other types of attacks or en-
hance existing protection mechanisms in wireless systems,
such as friendly jamming. Also, we plan to extend our
defense framework to the case of MIMO.
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